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Summary 
Digitization means applying recent advances in digital technology such as electronic devices or data and information systems, to improve 

the technical and economic performance of real activities, systems, businesses, and organizations. The Bipartisan Policy Center launched 

the Digitizing the Power Sector initiative to better understand the challenges and opportunities of digitization as applied to one of our 

nation’s most complex and vital infrastructure systems: the electricity grid. 

The electric power sector is changing rapidly, enabled by digitization. Government officials at all levels are grappling with how to maximize 

the benefits and minimize the costs. The goal of this paper is to inform this national, state, and local policymaking.

Specifically, we explored how digitization can improve the efficiency, reliability, resilience, and performance of the power sector across the 

entire value chain—from electricity production to transmission, distribution, and end-use consumption—by helping key actors to better 

predict and respond to change. The benefits of this transformation could be enormous: According to the World Economic Forum (WEF), 

the potential value of grid digitization worldwide over the next decade is $3.3 trillion ($1.3 trillion for the electricity industry plus $2 trillion 

in societal benefits).

To realize these benefits, however, both private and public actions are needed. This paper focuses on the public policies and investments 

that could advance grid digitization, and on the challenge of maximizing associated benefits while minimizing costs and risks. Drawing on 

BPC’s own research and extensive dialogue with stakeholders, including input gathered at a public dialogue with industry leaders and a 

separate stakeholder meeting (held in May and July of 2017, respectively), we identify policy issues and options in several topic areas, 

including: public utility regulation and cost recovery; infrastructure investment; cybersecurity and privacy; power sector workforce 

challenges; the role of the Federal Energy Regulatory Commission (FERC) and the North American Electric Reliability Corporation (NERC); 

and research, development, and analysis needs. 

Priorities for near-term action to advance grid digitization include: 

• Establishing a task force, convened by the Department of Energy, to address issues of utility regulation and cost recovery;

• Including intelligent grid investment as part of national infrastructure legislation;

• Strengthening federal and industry leadership in cybersecurity;

• Integrating strategic digital workforce planning with other utility planning; 

• Increasing federal R&D, and incentivizing private-sector R&D on grid digitization; and

• Conducting a U.S.-specific analysis of the potential public and private benefits of grid digitization.

http://bipartisanpolicy.org


4bipartisanpolicy.org

Introduction 
The electric power grid is one of our nation’s most essential infrastructure systems—virtually every facet of daily life and of economic 

activity in a modern society depends on its reliable operation. Advances in electronics, communications, sensors, data collection and 

analysis, and computing have made it possible to greatly improve the efficiency and performance of this vital infrastructure, but the scale, 

complexity, and potentially transformative impacts of grid digitization demand focused attention from the electric power industry, its 

regulators, policymakers, and stakeholders. The Bipartisan Policy Center launched the Digitizing the Power Sector initiative to help 

policymakers and stakeholders better understand the challenges and opportunities of electric grid digitization, and to identify critical 

policy questions and potential options to advance digitization in ways that maximize its net public benefits. Specifically, we explored how 

digitization can improve the efficiency and performance of the power sector across the entire value chain—from electricity production to 

transmission, distribution, and end-use consumption—and considered a variety of related issues, including cybersecurity and privacy, 

public utility regulation and cost recovery, Federal Energy Regulatory Commission (FERC) actions, workforce issues, intersection with the 

national infrastructure debate, research and development priorities, and analytical needs.

This paper is the culmination of a six-month effort that included independent research, a public event with industry leaders, and a 

stakeholder dialogue. The public event, held on May 15, 2017, featured Steve Bolze, then-president and CEO of GE Power; Chris Crane, 
CEO of Exelon; and Gil Quiniones, president and CEO of the New York Power Authority. The stakeholder dialogue, held on July 26, 2017, 

included a wide range of perspectives and organizations; a list of participants in that dialogue is provided in the Appendix. 

This paper is organized as follows: the opening section describes the term “digitization” as it applies to the electric power grid; the next 

section addresses the benefits, costs, opportunities, and risks associated with electric grid digitization; the following section proposes a 

set of broad policy principles aimed at ensuring that future steps toward digitization maximize its public benefits, while minimizing public 

costs and risks; and the final section identifies key policy issues and options in several distinct topic areas. Many of these issues are 

complex and will require further debate, research, and analysis to reach specific conclusions about the best path forward. Thus, two of the 

most important policy options we identify include having the Department of Energy convene a high-level, multi-stakeholder task force to 

address issues of utility regulation and cost recovery and expanding public and private resources for further research, development, and 

analysis in the area of electric grid digitization. 
  

http://bipartisanpolicy.org
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Defining Digitization
Digitization means using data and information systems to improve the technical and economic performance of real activities, systems, 

businesses, and organizations. The combination of cloud computing, big data, low-cost sensors, advances in power electronics, and 

broadband internet access is making it possible to interconnect more machines and devices, and merge physical and digital systems. In 

the electric sector, digital technologies can improve the efficiency, reliability, and resilience of the grid by helping electricity providers 

better predict and respond to change. Using digital tools to enhance the grid will become increasingly important as distributed generation, 

intermittent renewables, smart grids, storage technology, and a new class of customers who both produce and consume electricity (called 

“prosumers”) transform the industry. 

The term “internet of things” (IOT) has been coined to describe the interconnection of a wide range of physical objects, including many 

everyday consumer objects, through embedded sensors and other devices that are capable of sending and receiving data via the internet. 

But digitization and IOT also encompass large-scale industrial machines and infrastructure. Although mostly invisible to ordinary 

consumers, this “industrial internet” has potentially enormous consumer impacts. It can dramatically improve system efficiencies and 

create new functionality in ways that reduce consumer costs and deliver other societal benefits. These technologies also entail new risks, 

however, in terms of cybersecurity and privacy protection; in addition, they require new workforce skills and raise thorny public 

policy issues. 

A good example of digitization is the concept of a digital twin: a virtual representation of a physical machine or facility, such as a power 

plant. Applying an organized collection of physics-based methods and advanced analytics, digital twins can be used to model the state of 

every asset in a power plant, an industrial facility, the electrical grid, and even whole fleets or systems of facilities. Companies use digital 

twins to simulate the impact of real-world solutions, to evaluate “what if” scenarios, and to optimize actual system performance based on 

analytic models that mirror and predict the functions of their physical assets.1 For example, General Electric’s Network Digital Twin is a full 

model of the electric delivery system, including equipment, wiring, and other components, which can simulate events, network changes, 

electrical flow, and other phenomena, and can identify opportunities to significantly reduce construction costs and outages and extend 

equipment life.

“Smart cities” are another example of digitization in action. A smart city would use information technology (IT) to manage its physical 

assets, such as schools, libraries, transportation systems, hospitals, power plants, water supply networks, and waste management 

plants, as well as community services such as law enforcement. Through sensors integrated with real-time monitoring systems, data 

collected from citizens and devices could be processed and analyzed to identify inefficiencies and implement strategies that improve 

citizens’ quality of life. The current trend toward rapid urbanization, observed globally as well as in the United States, means that city 

governance is going to play an increasingly relevant role in grid digitization.

http://bipartisanpolicy.org
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Opportunities and Challenges of Grid Digitization 

a  WEF uses “beyond the electron” to describe a new view of electricity as less of a commodity and more an experience. Customers are starting to develop ‘liquid expectations’ that 
high-quality service in one industry should be connected and translated to the next. Technology is propelling this expectation though sensor-rich objects, smarter devices, and 
increasing connectivity.

Benefits of Digitization

Power sector digitization has multiple potential benefits for businesses, consumers, utility companies, and the environment. 

Industry Benefits. Digitization will enable electric utilities to make better, data-driven business decisions. The World Economic Forum 

(WEF)2 has estimated that benefits to the industry worldwide could total $1.3 trillion over the period from 2016 to 2025, based on four 

categories of potential value: 

• Asset Lifecycle Management – Real-time, predictive, or remote-control maintenance enables plant managers to identify actions that 

reduce production costs, to predict and prevent unplanned downtime, and to extend the lifecycle and improve the efficiency of 

generation, transmission, and distribution assets. For example, digitization has enormous potential to improve the reliability of 

existing generating assets, which are currently unavailable 15 percent of the time, on average, and are unable to meet demand 6 

percent of the time.3

• Grid Optimization and Aggregation – Real-time load balancing, network controls, and end-to-end connected markets allow 

operators to ramp up generation resources more quickly, forecast and respond to fluctuations in supply and demand, reduce 

transmission congestion, and supply the data backbone of integrated customer services.

• Integrated Customer Services – With increasing volumes of end-use data, utilities can better understand customer behavior and 

provide digitally enabled products that give consumers more options for managing consumption and payments, switching between 

different energy resources, and self-generating electricity, either passively or actively.

• Services “Beyond the Electron” – As the grid grows more digitally connected, demand will grow for personalized, connected, 

cross-industry services that go beyond the electricity value chain and are adaptable to consumer needs.a

Energy Efficiency Benefits. Digitization can improve operational efficiency and reduce transmission and distribution losses. According to 

GE,4 a supplier of digital technologies to the power sector, representative customer outcomes include a 3 percent improvement in fuel 

efficiency; heat rate improvements up to 4 percent, with an average improvement of 1 percent; and a 20 percent reduction in start-up fuel 

use. For example, Mainova AG, one of the largest regional energy suppliers in Germany, reduced fuel use by 2 percent during part-load 

operation, and PSEG achieved the top quartile in heat rate using these technologies. In 2016, GE achieved $730 million in energy savings 

by adopting in its own operations the digital technology it offers to customers.5 Smart generation and transmission (G&T) is a key 

component of the New York Power Authority’s Strategic 2020 Vision to develop and implement the next generation transmission grid. With 

more than $3 billion in G&T assets, the goal is to achieve $900 million in benefits over the next 10 years.6

http://bipartisanpolicy.org
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Societal Benefits. Digitization can provide enormous benefits to society as well as to the electricity industry. The WEF has quantified 

three categories of global social benefit: customer value, job creation, and carbon dioxide (CO2) reduction.

1. The value impact for customers (both business-to-business and business-to-consumer) in cost and time savings, discounts, and 

the ability to earn additional profits is estimated at $986 billion worldwide. 

2. The net job creation is estimated at $271 billion.

3. CO2 reduction benefits are estimated at $754 billion.

As noted, these estimates are based on a global analysis. A U.S.-only version of the WEF analysis would be extremely useful to U.S. 

stakeholders and policymakers. 
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Figure 1. Value to Society Through Emission Reduction and Customer Value
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Environmental Benefits. The WEF has estimated that digitizing the electric power sector worldwide could produce nearly 16 billion tons 

of CO2 emission reductions over the next 10 years (Figure 1). This translates to a roughly 4 percent reduction in annual global 

emissions—a meaningful quantity in the context of international efforts to limit climate change. The WEF calculated the value of these 

reductions based on an estimate of the social cost of carbon (SCC)b that includes quantifiable impacts of climate change such as changes 

in net agricultural productivity, risks to human health, property damage from increased flood risks, and changes in net energy system 

costs from reduced costs for heating and increased costs for air conditioning. The SCC assumed in the WEF’s analysis does not yet 

incorporate the impacts of power outages caused by extreme weather. It also does not include co-benefits from climate mitigation 

activities, such as reductions in other pollutant emissions as a result of efforts to reduce CO2. Finally, reducing pollution through 

digitization is cost-effective in comparison to many other pollution-control options because digitization improves efficiency and thereby 

reduces costs. 

Other Opportunities and Challenges Associated with Digitization

Workforce Issues. Digitization is transforming labor markets in the United States and other advanced economies over time. According to 

the WEF analysis, the net jobs implications of power sector digitization are mostly positive, with the exception of net job losses for digital 

field workers.c Job creation potential is highest in distributed renewables and energy storage integration. 

It is important to view these changes in context:d as technology displaces routine white- and blue-collar jobs, it is also creating more 

demand for creative, high-skill managerial and professional jobs and for low-skill jobs that require adaptability and interpersonal skills. Job 

creation and losses will be unevenly distributed, and the transition will not be painless. 

Jobs are changing, as is the relationship between employers and employees. As the physical and digital worlds merge, more jobs will 

require employees to be equally adept at hardware and software. Employment may become more flexible and entrepreneurial, and less 

secure. Fast job turnover is already common in the high-tech industry. As the utility industry changes faster, jobs in the industry will 

change faster as well. Utility companies are already struggling to attract and retain digital talent. Compounding these difficulties, 

regulated utilities in some regions cannot offer compensation packages that are competitive with other high-tech firms because of 

limitations on the amount of profit they can make.

Infrastructure Issues. Dependence on electricity is growing throughout the U.S. economy, and the electricity system is increasingly 

converging with other critical infrastructure systems (Figure 2). Infrastructure for electricity, information technology, telecommunications, 

natural gas, and water, in particular, is becoming ever more interdependent, creating opportunities to jointly optimize the performance of 

b  The SCC used by WEF was developed by the U.S. Environmental Protection Agency. See: https://19january2017snapshot.epa.gov/climatechange/social-cost-carbon_.html

c	 	A	digital	field	worker	is	a	field	worker	with	devices	and	back-office	systems	that	improve	work	coordination;	optimize	work	bundling,	plan,	and	dispatch;	and	optimize	routes.	It	
is	estimated	that	digital	field	workers	and	associated	back-office	workers	could	save	up	to	5	hours	and	8	hours	per	week	per	worker.	This	improvement	in	productivity	leads	to	
job losses. 

d  See: Daron Acemoglu and David Autor, Skills, Tasks and Technologies: Implications for Employment and Earnings, NBER Working Paper 16082, June 2010; Daron Acemoglu and 
David Autor, What does Human Capital Do? A review of Goldin and Katz’s The Race Between Education and Technology, Journal of Economic Literature, 2012; and David Autor, 
Frank Levy, and Richard J. Murnane, The Skill Content of Recent Technological Change: An Empirical Exploration, Quarterly Journal of Economics, 2003.

http://bipartisanpolicy.org
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critical systems, but potentially also increasing the risk of cascading and catastrophic failures. The growing reliance of other critical 

infrastructure systems on electricity puts a very high premium on a reliable, modern, and hardened electric grid, as well as on efforts to 

understand, develop, and evolve emergency response capabilities to address ever-changing and evolving threats to the grid, including 

cyber and physical threats as well as extreme weather. In short, electricity infrastructure is becoming at once more valuable and more 

vulnerable. Upgrading this infrastructure presents economic opportunities, but it is also a reliability imperative. 

Figure 2. Critical Infrastructure Interdependencies
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Cybersecurity Issues. Integrating information technologies with the electric grid creates enormous value, but it also creates enormous 

vulnerabilities.7 Cybersecurity is a particular concern. Increasingly, cyber attacks may be designed to disrupt physical systems. Malicious 

cyber activity against the electricity system and its suppliers, much of it by international actors, is growing in sophistication. As 

distributed energy resources and interconnected devices and machines proliferate, the electricity distribution system is becoming a more 

likely point of entry for attacks with system-wide significance than it has been in the past. As a result, electric utilities face significant 

challenges in securing their IT and operational technology (OT) networks and systems (Figure 3). Utilities depend on each other through 

interconnections and mutual emergency assistance agreements. Whether they are large or small, public or private, utilities need robust 

cybersecurity techniques and processes. 

Furthermore, people (especially employees) can be the strongest line of defense for the industry, or the greatest source of vulnerability 

when it comes to cyber threats. A robust cybersecurity process includes an education and awareness campaign underscoring the wide 

variety of threats that many employees encounter daily.

Figure 3. Example Cyber Attack Vectors for an Electric Utility
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Source: Department of Energy. Quadrennial Energy Review: Transforming the Nation’s Electricity System: The Second Installment of the QER, 1-33, January 2017. 
Available at:  
https://www.energy.gov/sites/prod/files/2017/02/f34/Quadrennial%20Energy%20Review--Second%20Installment%20%28Full%20Report%29.pdf.

Privacy Issues. The deployment of IT, advanced meters, and grid communication infrastructure also raises issues concerning data 

privacy, ownership, and access.8 DOE has published the DataGuard Energy Data Privacy Program Voluntary Code of Conduct. DataGuard is 

an industry-developed, voluntary, self-regulated code of conduct to protect the privacy of end users’ energy-consumption data. The code of 

conduct is designed to assure customers and regulators that companies and individuals who use customer data adhere to a minimum and 

well-defined level of data privacy. Companies’ public commitments to adopting the DataGuard principles are enforceable by the Federal 

Trade Commission and state consumer-protection agencies. 

http://bipartisanpolicy.org
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The Green Button initiative is an industry-led effort to provide utility customers with easy and secure access to their energy usage 

information in a consumer-friendly and computer-friendly format. Customers can securely download their own detailed energy usage data 

by clicking a “Green Button” on their electric utility’s website.

Opportunity Costs and Risks of Foregoing or Delaying Digitization. Given the enormous potential benefits associated with digitization, 

foregoing or delaying this technological transformation would have large opportunity costs. Since digitization is happening worldwide, the 

United States would risk falling behind economically if it failed to digitize. Recent analyses of real-life cases suggest that digital optimization 

can boost utility profitability by 20 to 30 percent from productivity and efficiency improvements across the grid (Figure 4).9 Reducing operating 

costs for technology and service vendors, power producers, and utilities frees up dollars that can be invested in new energy technologies and 

in maintaining global leadership in energy innovation. Digitization could help extend the life of nuclear power plants, the nation’s largest source 

of non-emitting electricity. To stay competitive, the nuclear power industry is targeting a 30 percent reduction in nuclear plant operating 

costs.10 For older fossil-fuel plants, optimizing performance through digitization can reduce NOx, SO2, and CO2 emissions by up to 20 percent.11 

Although the U.S. power sector itself faces little offshore competition, many electricity-dependent domestic industries are fighting for 

economic survival in the global economy. Reducing their electricity costs is important to their competitiveness and thus significant for the 

broader economy. 

New technologies almost always present new challenges and risks. The fact that digitization poses challenges is an argument for 

managing those risks, not for avoiding digitization and the substantial opportunities it presents. 

Figure 4. Digitization has Demonstrable Impact on Utility Earnings
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Key Policy Principles for Digitizing the Power Sector 

e	 	To	restore	the	grid	in	the	event	of	failure,	the	grid	operator	has	to	systematically	manage	frequency	and	voltage	fluctuations	as	load	and	generation	are	added.	These	fluctuations	
could trigger the operation of protection devices that would take the grid down again. These protection devices are on the grid to prevent equipment failure. 

BPC’s July 2017 dialogue with industry leaders generated a set of key principles to guide policy decisions related to grid digitization going forward:

• Smart infrastructure is needed to:

 - create new American jobs; 

 - export technology to the world; 

 - address trade imbalances; 

 - use facilities more efficiently and extend their useful life;  

 - avoid plant downtimes, save money, and lower consumer energy bills; 

 - increase capacity utilization; and 

 - improve environmental performance. 

• Decisions about and investments in grid digitization must have net public benefits. The grid provides both public and private 

benefits. With a regulated monopoly model, we cannot privatize the profits while socializing the risk. 

• Policymakers, acting on behalf of consumers and citizens, must address the tensions and synergies inherent in pursuing multiple 

public policy goals. For the power sector, these goals include reliability, affordability, equity, and environmental sustainability. 

• Different policies can have different impacts depending on state regulatory structure. Policymakers should be aware of these 

differences when formulating policy. 

• Low- and moderate-income customers must not be left behind. This could mean universal basic service at affordable prices, with 

options for additional services. 

• The national infrastructure debate needs to account for interdependencies and ensure flexibility and interoperability, both throughout 

the grid itself and between the grid and other critical infrastructure systems such as telecommunications, water, and natural gas.

• Consumers should control their own data and the use of that data. 

• Cybersecurity is a national security issue, so a federal role is essential, even though utilities and their state and local regulators may be 

on the front lines. Close cooperation and information sharing between the federal government and utilities is essential to secure the grid.

• All companies that provide electricity-related services, and particularly energy information services, should have the opportunity to 

innovate, but utilities and their regulators must balance the obligation to serve with the need to innovate. Regulatory processes 

and business models may need to evolve to keep up with digitization. 

• It is essential to have financially viable entities that own and/or operate the grid. The grid itself needs to stay regulated. At the end 

of the day, someone must be obligated to serve, although the definition of “obligation to serve” may vary from interconnection and 

provision of grid services, such as distribution, to the provision of power. A dedicated electricity network is necessary because even 

if everything is digitized, utilities must retain the authority to take action to avoid grid failure.e

http://bipartisanpolicy.org
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Grid Digitization Policy Issues and Options

f  For example, last fall FERC put out a Notice of Proposed Rulemaking (NOPR) requiring all ISOs to establish a process for ongoing coordination to maximize availability of resource 
aggregation consistent with the safe operation of the grid. 

g A group of electric utility leaders. See: http://www.electricitysubsector.org/ 

A central principle articulated in the previous section is that investments in digitization must yield benefits for customers and the public. 

As we have already noted, the pursuit of multiple policy goals— such as reliability, affordability, equity, and environmental 

sustainability—is complicated by inherent tensions, as well as synergies, between some of these goals. Different customers will also 

have different objectives with respect to the electricity services they want and need, and the extent to which they want to be actively vs. 

passively engaged in procuring those services. 

There is enormous potential for digital innovation to help resolve tensions and create new synergies between widely supported policy goals 

for the power sector. But innovation itself presents challenges. Utilities are institutionally constructed to be conservative, with an 

obligation to serve all customers and to maintain reliability and affordability. The commissions that regulate utilities are procedurally and 

substantively constrained, again with good reason, to act in consumers’ best interest. Innovation, especially in IT, is fast compared to 

utility and regulatory decision-making and action. Third parties may be more innovative than utilities, but they may fall short as stewards 

of the public interest. For the most part, electricity services are now bundled, incorporating multiple value streams and costs. Unbundling 

may enable better alignment of value and cost, and more innovation, but it has equity implications. The current system has a lot of excess 

capacity because it is built to meet peak demand with a high load factor, or the ratio of peak to average demand. Digitization can shift 

demand and reduce the load factor, thereby improving economic efficiency without sacrificing reliability.

The Role of the Federal Energy Regulatory Commission (FERC) and the North American 
Electric Reliability Corporation (NERC) 

FERC is an independent agency with jurisdiction over many issues relevant to grid modernization. Its responsibilities include assuring the 

reliability of the high-voltage interstate transmission system through mandatory reliability standards developed by NERC, monitoring and 

investigating energy markets, and overseeing independent system operators (ISOs) and regional transmission organizations (RTOs). 

Although FERC’s authority is limited to wholesale power markets and the bulk transmission system, it is playing an increasingly important 

role, through proceedings on grid operations and market reforms, in defining the boundaries of state and federal policy on emerging grid 

issues as the lines between transmission and distribution and between wholesale and retail markets have blurred.f Going forward, FERC 

could play a key role in resolving tensions among multiple goals for the U.S. power system. This will require addressing important 

questions about the appropriate roles of FERC and other actors in grid modernization. 

Rapidly evolving threats and capabilities make it extremely difficult for NERC to provide continually updated cyber standards. NERC itself 

is both a standards-setting organization and an industry organization, which creates challenges.12 The Electricity Information Sharing and 

Analysis Center (E-ISAC) is an entity housed within NERC that, in collaboration with DOE and the Electricity Subsector Coordinating 

Council,g serves as the primary communications channel on security issues for the electricity industry. Also, NERC does not have 

jurisdiction over distribution, where many of the cyber threats are emerging. Given that grid security is a national security issue, it will be 

important to identify the respective roles and responsibilities of key actors for improving cybersecurity.
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Policy Issues Related to Utility Regulation and Business Models 

Public utility commissions (PUCs) across the United States are starting to consider how digitization affects utility regulation and business 

model development. In 2016, the National Association of Regulatory Utility Commissioners (NARUC) recommended13 that PUCs consider 

treating cloud computing investments like they would on-system investments for purposes of cost recovery. Thus, state regulators may 

need to determine which cloud-based data management services merit rate base treatment earning a rate of return.14 As utilities 

increasingly exchange data with customers and third parties, regulators need to consider data system reliability, data security, customer 

privacy, permissions to use data, and ownership arrangements.15 

To fully realize the potential benefits of digitization while minimizing its risks will require changes in utility business models and utility 

regulation, which in turn could require action by state legislatures and potentially city governments. Since PUCs are highly constrained by 

existing law, any effort to change the regulatory paradigm and business model for electric utilities could involve changes in state law. To 

address customer diversity, the universal service model may need adjustment—for example, universal and affordable basic service could 

be combined with options for additional services. Different policies can have different impacts depending on state regulatory structure. 

Policymakers should be aware of these differences when formulating policy. 

Several core questions will need to be addressed: How should utilities recover costs for digitization investments? Can PUCs streamline 

regulatory oversight and still achieve public policy goals? And what is the role of the utility versus other actors?

Consumers in all their diversity must play a role in answering these questions. Today, consumer empowerment is ahead of consumer 

education. Individual consumers are being offered more and more choices for electricity services, often without adequate information. 

Digitization offers benefits in terms of resilience, reliability, efficiency, and lower down times, but the case for consumer and public 

benefits must be made to justify using ratepayer funds for digitization investments. It is important not to conflate consumer engagement 

with consumer benefit. Digitizing generation and transmission doesn’t engage customers, but it can benefit customers by improving 

overall system performance, including lowering energy bills and reducing outages. 

To address the regulatory issues related to digitization investments, we recommend that DOE establish a task force to make 

recommendations and provide support and resources for state regulators and legislators. The task force would provide a vehicle for 

collaboration between NARUC; the utility industry, including the Edison Electric Institute (EEI), the American Public Power Association 

(APPA), and the National Rural Electric Cooperative Association (NRECA); and the National Association of State Utility Consumer 

Advocates (NASUCA). It could perform assessments and make recommendations with respect to the grid, basic electric services, and 

other services, while also addressing the respective roles of utilities, third parties, and distributed system operators. In addition, the task 

force could launch a state legislator education initiative on PUC authorities, responsibilities, challenges, and opportunities, including with 

respect to digitization.

Digitization is only one of many fast-moving economic and technological transformations that are challenging traditional models of utility 

operation and regulation. The task force we propose should focus on digitization, but should take into account a number of broader issues 

and questions that bear on the industry’s ability to respond to these changes and the new opportunities they present. None of the issues 

identified below is new—on the contrary, most have been the subject of vigorous discussion for years—and all of them are complex. Our 
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purpose here is to highlight the connection between digitization, as one of several forces that is rapidly reshaping the electric power 

industry, and other longstanding regulatory and policy debates. 

1. Efficiency and speed of regulatory decision-making processes. Lengthy proceedings can make it difficult for state PUCs to keep up 

with rapid IT transformations. Reforms that would make PUC proceedings nimbler and more efficient, while still providing for robust 

stakeholder input, should be considered. For example, each ratemaking proceeding could be limited to addressing the incremental 

impact of a new issue, without reopening unrelated matters. PUCs need human and technology resources to provide the highest 

level of service and meet the needs of a changing industry. As another example, many PUCs could update their own antiquated 

information systems, especially where they still rely on paper rather than electronic public comment processes. 

2. Adequacy of the traditional regulatory paradigm for utility compensation, recognizing differences in market structure around the 

country, for example, between regulated monopoly, publicly owned, and competitive markets. At present, utilities are usually 

remunerated based only on their capital expenditures. Changes in this traditional paradigm could incentivize utilities to optimize a 

broader set of investments, rather than just make capital investments in network infrastructure. This means combining outcomes-

based regulation with a total expenditure approach (TOTEX). PUCs could start by clarifying desired outcomes and metrics—for 

example energy efficiency, peak shaving, and data sharing—and could stimulate innovation by rewarding utilities for reaching policy 

goals instead of picking specific technologies. PUCs could also encourage utilities to invest in non-wires alternatives, including 

network digitization or procurement of services from distributed energy resources, as long as these investments reduce operational 

expenditures and improve efficiency in asset utilization. In 2016, NARUC recommended16 that PUCs consider treating cloud 

computing investments the same way they treat on-system investments for purposes of cost recovery. Another option would be to 

allow utilities to recover cloud computing costs as an operating expense, but create a performance incentive that rewards utilities 

based on their IT performance.17

3. Opportunities to improve electricity rate design to better reflect costs, while ensuring some level of basic, affordable service. 

Increased digitization provides opportunities to test and evaluate new rate designs. This would likely entail examining the idea of 

customer segmentation, while providing protections for customers who have fewer options and/or lack knowledge. With respect to 

ratemaking, one size does not fit all. Customers could pay for services, not just kilowatt-hours delivered. For example, PUCs could 

assign values for different services and have utilities or third parties appropriately charge for them. Maximizing the benefits of 

digitization will likely require expanded use of dynamic pricing (i.e., time-varying rates); thus, it will be important to consider the 

appropriate application and design of demand charges, user fees, and fees for services. 

4. Definition of utilities’ essential role and responsibility (and identification of functions that other parties could perform). A number of 

new regulatory and business models are possible, including models in which the utility retains a primary role; models in which a new 

entity serves as the distributed system operator, thereby enabling a greater role for third parties; or a combination. PUCs could 

create a level playing field for access to customer energy data, as long as customers consent to such access. A level playing field 

means access to the same information, of the same quality, at the same time. Appropriate customer protections are essential to 

avoid the misuse of customer data.

5. Adequacy of regulatory rules for recognizing utility revenue. Many digitization investments are short-lived. The task force could 

study and develop recommendations concerning rate recovery for short-lived equipment. For example, such recommendations could 
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address the use of accelerated depreciation, which requires re-examining the federal tax code’s definition of what constitutes smart 

distribution systems, and also requires new accounting methods. For federal tax purposes, investments in the electric distribution 

system are typically depreciated over a 20-year tax life. If new additions qualify as “Smart Grid Property,” the assets depreciate 

over a 10-year life. This use of accelerated depreciation provides financing and regulatory benefits in terms of asset turnover and 

deployment, thereby encouraging innovation, increasing resiliency and performance, and providing a stronger, more seamless 

foundation for integrating new end-use technologies with the grid. Expanding the definition of “Smart Grid Property” and considering 

accelerated depreciation schedules could be important to promote further grid automation and modernization, including the 

deployment of advanced monitoring and control technologies to enable greater use of distributed energy resources, energy storage, 

and demand response technologies.

Three improvements in particular would help to maximize the incentive from the tax treatment of “Smart Grid Property”: (1) 

maximizing the net present value of the tax benefit by shortening the tax depreciation life (and perhaps making a tax credit 

applicable); (2) broadening the definition of “Smart Grid Property” to apply to a wider range of infrastructure improvements 

(currently the term is restricted to electric distribution property); and (3) simplifying the identification of qualifying assets 

(computers qualify for a 5-year tax life; in contrast, many more hurdles apply before an investment can qualify for the 10-year 

depreciation available to a “Smart Grid Property”).

6. Connecting compensation to value of service provided. FERC could continue to use its authority over organized markets to provide 

greater visibility, coordination, and market participation of distributed energy resources (DERs), while preserving state and local 

regulation of retail services, distribution grids, and DERs.h In particular, FERC could take into account public comments and finalize 

its 2016 notice of proposed rulemaking (NOPR), which requires ISOs to develop a market participation model that allows electric 

storage resources connected to the transmission grid to participate in wholesale electric markets.i The NOPR was intended to 

establish a process for ongoing coordination to maximize the availability of resource aggregation consistent with the safe operation 

of the grid. This could include the coordination of retail and wholesale activities to avoid double-counting DERsj and to ensure that 

distribution-system operators are fully aware of DER activity on their own systems. 

Intelligent Infrastructure Policy Issues 

The convergence of critical infrastructure systems, including electricity, is creating opportunities as well as challenges. For example, 

utilities and PUCs could work together to synergistically improve the performance of critical infrastructure systems for water, natural gas, 

and electricity. Increased reliance on big data will increase demand for spectrum from many infrastructure industries. More could be done 

to ensure and expand utilities’ and customers’ access to broadband, which is essential to digitization. 

President Trump and some members of Congress are considering legislation to increase investment in upgrading the nation’s aging 

infrastructure. Making infrastructure more intelligent is not at the heart of the current debate, but it could be. Much digital infrastructure 

h  With respect to safety, reliability, resilience, rates, terms of service, etc.

i  If FERC also adopts rules requiring ISOs to develop market participation models that allow aggregators of distributed energy resources to participate in wholesale markets, it could 
preserve the authority of state and local retail regulators over retail service, distribution grids, and distributed energy resources.

j  When utility customers participate in both utility and third-party aggregator programs.
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is “shovel ready” in the sense that it could be deployed immediately. The key question is what public investments are needed to realize 

the benefits and minimize the costs of digitization. If the United States increases infrastructure investment, what should be done to make 

that infrastructure more intelligent? Is there a need for government investment in intelligent infrastructure? Are policy changes needed to 

make it easier to create intelligent infrastructure?

As policymakers and stakeholders consider new efforts and investments to address the nation’s infrastructure needs, several options for 

advancing grid digitization should be considered:

1. Include intelligent grid investments as part of national infrastructure legislation. The United States could take an integrated 

approach to intelligent infrastructure, including making investments to ensure the interoperability of different parts of the grid and 

other critical systems, and to promote the flexibility and openness needed to accommodate multiple innovations and innovators. 

New legislation could define respective roles among federal, state, and local governments and the private sector; encourage smart 

infrastructure investment through public-private partnerships; and improve federal permitting processes. It could also require PUCs 

to consider digital interconnection policy without mandating a specific policy outcome, just as the Public Utilities Regulatory Policy 

Act required states to consider integrated resource planning. Finally, new legislation could include requirements or incentives for 

multi-purpose sensors in new or upgraded infrastructure. While sensors themselves are cheap, their installation is expensive, so it 

makes sense to install multiple sensors or sensors with multiple capabilities at the same time as other infrastructure improvements 

are being made. 

2. Make as much progress as possible under existing authorities. Even without new legislation, the federal government in partnership 

with industry and stakeholders can make substantial progress, especially if the relevant agencies and stakeholder groups self-

organize to define respective roles. For example, the National Institute of Standards and Technology (NIST) could collaborate with 

industry to set standards and protocols for data, connectivity, and interoperability for components of the grid and between the grid 

and other critical infrastructure. DOE could continue to advance grid analytics, and continue to fund grants and pilot projects that 

advance intelligent infrastructure under its Grid Modernization Initiative.18 Finally, many states could consider implementing digital 

interconnection policies at the state level. 

3. Address broadband access. FERC and the Federal Communications Commission (FCC) could coordinate their actions and implement 

Goal #6 of the FCC’s National Broadband Plan, which states: “every American should be able to use broadband to track and 

manage their real-time energy consumption.”19 Electric utilities and their stakeholders could ally with the FCC to expand broadband 

access for multiple purposes. 

4. Treat utilities similarly to emergency first responders, with priority access to the spectrum. Part of the spectrum must be reserved 

for the utility industry so that the industry can maintain and move data to support critical infrastructure operation. It is important to 

identify and develop spectrum suitable to the specific needs of the utility industry as grid modernization and distributed systems 

have increased dependence on big data and wireless automation to provide safe, reliable, and efficient energy services. Utilities 

and their stakeholders could ensure that a discussion takes place at the FCC about digitization and about the increased capacity 

utilities will need. 

5. Improve coordination between national and state policymakers and city policymakers. The strong global trend toward urbanization, 

together with the advent of “smart cities,” means that city governance is going to play an increasingly relevant role in enabling grid 
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digitization and investments in smart infrastructure. Increasing access to mid-band spectrum could accelerate the development of 

“smart cities.”

Cybersecurity and Privacy Policy Issues 

An increased focus on cybersecurity and data privacy is imperative because business and consumer data are proliferating and cyber risks 

are increasing. Defining the roles of different organizations in cybersecurity is important because multiple governmental and 

nongovernmental actors are engaged. Given that converging systems are only as strong as their weakest links, sector-wide improvements 

in grid security will require collective action within the utility industry itself, with owners of other critical infrastructure systems, and with 

government. Consumers have legitimate needs to protect their privacy. However, if innovators don’t have access to data, they won’t be 

able to innovate. Key questions center on the respective roles of federal agencies, state governments, utilities, and third parties in 

maintaining grid security and data privacy, and on who controls data and who has access to it.

Several options for addressing cybersecurity and privacy concerns related to power sector digitization are summarized below: 

1. Strengthen FERC’s role in cybersecurity. In the second installment of its Quadrennial Energy Review (QER 1.2), released in January 

2017, DOE recommends that FERC use its existing authority to “adopt standards requiring integrated electricity security planning on 

a regional basis.”20 QER 1.2 further recommends that Congress amend the Federal Power Act to narrowly expand FERC authority so 

that FERC can modify NERC-proposed reliability standards or promulgate new standards on its own. This approach would maintain 

the NERC–FERC structure for developing and enforcing reliability standards, but would ensure that the federal government could act 

directly, if needed, to address national security issues.

2. Strengthen industry leadership in cybersecurity and develop secure means of generating, storing, and transmitting data. A range of 

views exists as to how to accomplish this objective. As a complement to federal standards, BPC recommended in 201421 that the 

U.S. electric power industry create a new industry organization to establish and continually update cyber best practices and 

evaluate companies’ conformance with those practices. A new cybersecurity organization could be modeled after the Institute of 

Nuclear Power Operations (INPO).22 It would be important to ensure that it complements the Electricity Information Sharing and 

Analysis Center (E-ISAC). E-ISAC is housed at NERC, which has a compliance role in enforcing cybersecurity standards. NERC 

argues that there is a firewall between E-ISAC and NERC’s compliance offices, but others are concerned that utilities might be 

reluctant to disclose weaknesses or security breaches to a NERC-affiliated organization. A new cybersecurity organization could 

cover electricity distribution as well as transmission and generation and adopt a risk-based approach. It could define what things 

should be digitized, and then develop appropriate architecture, criteria, and standards. It also could define what things should never 

be digitized on the grid for security reasons. The new cybersecurity organization could differentiate between data generated by 

machines and by customers, and differentiate between data at rest and in transport. A common approach to certifying that vendor 

equipment meets cybersecurity standards, perhaps something akin to Underwriters Laboratory Certification, could be useful. 

Utilities, not IT companies, could establish appropriate criteria, architecture, and standards. 

3. Provide federal cyber assistance to states and utilities, and provide information to industry. The federal government could provide 

technical and/or financial cyber assistance to states and utilities because cybersecurity is a national security issue, cyber threats to 

the electricity distribution system are increasing, and utilities and states are the entities with the jurisdiction and ability to protect 
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the distribution system. As recommended in QER 1.2, the federal government could provide funding to enhance analytical 

capabilities in state PUCs and improve access to training and expertise for small and municipal utilities.23 The federal government 

could also incentivize or fund the build-out of a fiber-optic network to protect data. All levels of government and the private sector 

would be involved in discussions to decide who will maintain this network, and to define the appropriate roles of cities and third 

parties. The U.S. government would continue to provide important information about cyber threats to critical infrastructure owners. 

4. Clarify ownership of and access to data. It is important for PUCs to define customer consent for the use of data (including 

electronic—and potentially multilateral—consent), develop privacy rules, decide how to handle access requests, and address 

privacy concerns with respect to third parties. Federal and state officials have already taken some useful steps. California is careful 

to anonymize shared data, and Texas has clarified that customers own their own data. Good examples of model programs are 

DataGuard24 (developed by an industry group convened by DOE) and the Green Button25 (an industry-led effort supported by federal 

agencies). The DataGuard program articulates several key tenets: customers should be given prior notice about privacy-related 

policies and practices; customers should have a degree of control over access to their own usage data; customers should have 

access to their own data and should have the ability to participate in maintaining their data; customer data should be as accurate 

as reasonably possible and secured against unauthorized access; and enforcement mechanisms should be in place to ensure 

compliance with the foregoing principles. 

5. Encourage the development of tools for utilities to use in their own awareness campaigns on cybersecurity. Employees can be the 

strongest line of defense for the industry, or the greatest source of vulnerability when it comes to cyber threats. A robust 

cybersecurity process must include an education and awareness campaign for employees, underscoring the wide variety of threats 

many employees encounter daily.

Workforce Policy Issues 

Digitization creates workforce challenges and opportunities that must be addressed with a combination of better planning, retraining, and 

measures to strengthen the social safety net. Workforce analysis and planning must ensure that education systems and company-

sponsored training programs keep the supply of skills closely aligned with shifting demand. The education system will have to evolve to 

ensure that students are equipped with the right skills for this fast-changing economy. Continuous education and retraining can cushion 

the impact of inevitable transitional disruptions in the labor market. 

Preparing for jobs 20 years in the future requires education reforms that start now. Many engineering universities are already 

incorporating digitization into their curricula. Active utility workforce consortia in many states are working in partnership with the Center 

for Energy Workforce Development (CEWD), a national utility workforce initiative, and have made progress in changing curricula. K-12 

systems are slow to change and vary by region. In Georgia, the Board of Education has established schools of excellence with energy as 

one of the core areas. 

The U.S. Department of Education, the Office of Vocational and Adult Education (OVAE), the National School-to-Work Office (NSTWO), and 

the National Skill Standards Board (NSSB) have established curriculum frameworks called “career clusters.” These clusters help students 

orient their studies to learn skills specific to a career, and provide U.S. schools with a structure for organizing curriculum offerings. The 

clusters establish linkages among state educational agencies, secondary and post-secondary educational institutions, employers, industry 
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groups, other stakeholders, and federal agencies. These clusters are designed to prepare students to transition successfully from high 

school to post-secondary education and employment.

Key questions center on what public investments or policies are needed with respect to workforce training and how utilities can meet the 

challenge of attracting and retaining technical talent. 

Options for addressing workforce challenges include:

1. Integrate strategic digital workforce planning with other utility planning. Utilities could integrate strategic digital workforce planning 

with other utility planning. It is critical to identify current and future workforce supply and needs, and to focus regionally because 

impacts will vary by geography. The utility worker of tomorrow will be a digital worker with the appropriate digital tools. These tools 

will increase reliability and maximize asset utilization through proactive service, and drive additional productivity by decreasing 

costs and servicing equipment with the right people at the right time, while ensuring continued safety and compliance.

2. Ally with states, universities, and other stakeholders to advocate for STEM. For example, the America COMPETES Act authorized 

federal investment in science and early-stage R&D, as well as STEM (science, technology, engineering, and math) education. The 

American Innovation and Competitiveness Act (AICA) signed into law in January 2017 includes a potential successor to America 

COMPETES, though the law does not include additional funding for COMPETES. Congress could authorize funding for COMPETES. 

3. Develop a 17th career cluster focused on energy that would be shared with schools. In partnership with states, universities and 

other stakeholders, the U.S. Department of Education could update its career clusters. In the agency’s existing model, 16 career 

clusters link to more than 70 specific career pathways and 1,800 career specialties, each of which have their own knowledge and 

skills requirements.26 At present, energy and agriculture are in the same career cluster. The department could develop a seventeenth 

career cluster focused on energy, and share this new cluster with schools throughout the country. 

R&D Policy Issues 

Innovation is critical to successful digitization. The question is, what federal R&D is needed? DOE’s Grid Modernization Initiative and 

ARPA-Ek are performing critical R&D, but their funding levels are uncertain as all federal programs face uncertainty in the current budget 

environment. Another key question is how to encourage private sector R&D by utilities, vendors, and third parties. 

Options for addressing R&D needs related to digitization are summarized below:

1. Increase funding for DOE’s Grid Modernization Initiative (GMI), including grid analytics; for related work at the national labs; and for 

ARPA-E’s grid activities. For example, the QER recommended a significant expansion of existing programs to demonstrate the 

integration and optimization of distribution system technologies, including advanced voltage control/optimization systems; dynamic 

protection schemes to manage reverse power flows, communications, sensors, storage, switching, and smart-inverter networks; 

and advanced distribution management systems, including automated substations. Multiple “solution sets” are needed to enable 

k  ARPA-E stands for Advanced Research Projects Agency-Energy. ARPA-E is a U.S. government agency tasked with promoting and funding research and development in advanced 
energy technologies. It is modeled after DARPA, the Defense Advanced Research Projects Agency.
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two-way electricity flows on distribution systems, enhance value, maximize clean energy opportunities, optimize grid operations, 

and provide secure communications. GMI’s largest funded activity is the Grid Modernization Lab Consortium, which ensures 

collaboration between the national labs and private sector. 

2. In concert with other federal agencies, increase DOE R&D on “intelligent” infrastructure. All critical infrastructure systems are 

becoming more interdependent and integrated. Since multiple federal agencies have different and overlapping responsibilities, they 

should coordinate their research on intelligent infrastructure solutions. The primary federal entities with roles related to maintaining 

the security and resilience of the electric grid under normal and emergency conditions are DOE, the Department of Homeland 

Security, the Department of Commerce, and FERC. These entities’ roles span research and development, standards and guidance, 

information-sharing mechanisms, and the coordination of resource deployment during emergency events. The federal government 

also provides numerous tools and technical assistance to enhance state and industry capabilities for operating electricity systems 

in a secure and resilient manner.

3. Federal and state governments could also encourage private sector R&D by utilities, vendors and third parties through tax credits 

and other means. For example, the Electric Power Research Institute (EPRI) is conducting research to address interoperability 

between various systems and devices. In one project, EPRI is developing an application for phones and tablets that allows utility 

crews to visualize electricity system component data on a real-time basis through “augmented reality.” This field device of the 

future can provide linemen with one interface, on an inexpensive platform, to perform all necessary functions. Potential benefits 

include operational efficiencies and lower IT hardware and software costs.

Finally, the WEF’s analysis of the potential global benefits of grid digitization provides an important starting point for informed discussions 

of grid digitization. It would be useful to develop a U.S.-specific analysis to better inform stakeholders and policymakers as they make 

policy and investment decisions for digitizing the U.S. grid. 
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Conclusion 
The policy issues and options discussed in this paper emerged from BPC’s independent research and from the public event and 

stakeholder dialogue organized by BPC’s Digitizing the Power Sector initiative in May and July of 2017. Our hope is that these ideas will 

help inform national, state, and local efforts to advance policies for electric grid digitization. Priorities in support of these efforts include: 

• Having DOE convene a task force on PUC regulation and cost recovery reform;

• Including intelligent grid investments in national infrastructure legislation;

• Strengthening federal and industry leadership in cybersecurity;

• Integrating strategic digital workforce planning with other utility planning; 

• Increasing federal R&D on grid digitization, and incentivizing private-sector R&D in this area; and

• Conducting a U.S.-specific analysis of the potential public and private benefits of grid digitization.

Because of its vast potential benefits, grid digitization already is or should be part of policy conversations that are taking place at state 

PUCs, FERC, DOE, Congress, cybersecurity organizations, and “smart cities.” In addition, grid digitization already is or should be 

incorporated into national debates about infrastructure investment, workforce planning and training, and broader policies with respect to 

energy, the environment, and the economy. 
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Appendix: List of Dialogue Participants
The following individuals and organizations participated in BPC’s Digitizing the Power Sector private dialogue. While the contents of this 

white paper were informed by the conversations and discussions that took place at these events, the ideas contained in the paper do not 

necessarily represent the views or opinions of these stakeholders or the organizations they represent.

Name Organization

Sue Kelly American Public Power Association

Doug Little Arizona Corporation Commission

Ted Thomas Arkansas Public Service Commission

Tracy Terry Bipartisan Policy Center

Erin Smith Bipartisan Policy Center

Curt Hebert Brunini, Grantham, Grower & Hewes, PLLC

Ann Randazzo Center for Energy Workforce Development

Karen Wayland Clean Energy Project NV

Christopher Irwin Department of Energy

Lisa Wood Institute for Electric Innovation, The Edison Foundation

Arnie Quinn Federal Energy Regulatory Commission

Leslie Kerr Federal Energy Regulatory Commission

Paul Hughes GE Corporate

Amanda Campbell GE Power

Michael Fitzpatrick GE Corporate

Chrissy Borskey GE Power

Judi Greenwald Greenwald Consulting

Michael Zehr HBW Resources

Marcus Kennedy Intel

Valerie Green Ligado Networks

Michael Murray Mission:data Coalition

David Springe National Association of State Utility Consumer Advocates

Gil Quiniones New York Power Authority

Chris Carey New York Power Authority

Timothy Heidel National Rural Electric Cooperative Association

Melissa Lavinson PG&E

Kathleen Frangione Signal Group

Mark Lantrip Southern Company

Dan Murray Southern Company

Sharla Artz Utilities Technology Council

Marina Lombardi World Economic Forum, Seconded from Enel SpA
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